Multi Factor Authentication (MFA)
for Submittal Recipients
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Enable for System

To enable Multi-Factor Authentication (MFA) yoursecurity enabled user should navigate to the security settings
screen. Note that only the users with security settings will see this interface.

Navigate to System Menu > Admin > Security Settings.
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1. Enable the option for submittal recipient authentication. By default this is disabled.

2. Define how often your users/recipients should authenticate. As long as they are accessing the system from the
same IP address, the authentication will be maintained. This setting is used for both users and submittal recipients.

6 Enable authentication option for submittal recipients (on PT)® *
Yes

Require authentication every X days
30

With submittal recipient authentication enabled, there is an additional option which requires
authentication to be enabled for all projects.

Enable authentication option for submittal recipients (on PT)@ *

Yes

Require authentication for submittal recipients on all projects * /

Yes

Enabling this option will result in the following:
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1. All new project config. templates automatically having submittal recipient authentication enabled.
2. Restricted ability to disable the setting on project config. templates and on projects (can only be disabled by
users with security permissions).

If enabled, the selected value will remain unchanged on pre-existing project config. templates and projects. To
enable the option on a pre-existing project, users will full (or higher) permissions can navigate to the "Main"
tab of the project configuration page (Project Menu > Set Up > Project Configuration > Main > Submittal
Defaults > Batching, Downloads and Medium > Downloads > Require recipient to authenticate when
accessing submittals). Disabling the option can be done in the same location, but must be completed by a user

with security permissions.
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Enable MFA on Project Configuration

Once enabled, this setting is available to turn ON/OFF under Set Up > Project Configuration > Main > Submittal
Defaults > Batching, Downloads and Medium > Downloads > Require recipient to authenticate when accessing

submittals.
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The default for this can be set under Project Configuration Templates at Admin.
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Email Templates

Users can customize the authentication email which is sent to submittal recipients (when asked to authenticate).

Go to Admin > Output Templates > Email Templates > Recipient Authentication Message to modify.

Email Templates A
Search Q Disabled [l +Add
Type Name Default for New Projects Tools
Ad-Hoc Submittal Ad-Hoc submittal notification O Qoys
Customer Submittal Customer submittal notification 0 Q Qs
Customer Submittal Customer Submittal (separate file per submittal) Q @ f
Expedite Request (Customer) Expedite Request (Customer Default) 0 Q @‘
Expedite Request (Internal) Expedite Request (Internal Default) 0 Q #‘
Expedite Request (Reviewer) Expedite Request (Reviewer Default) (v ] Q¢
Expedite Request (Sub-Supplier) Expedite Request (Sub-Supplier Default) ﬁ Q @‘
Internal Submittal Internal submittal notification 0 Q @ f
Recipient Authentication Message Recipient Authentication Message Q f
Sub-Supplier Submittal Sub-Supplier submittal notification 0 Q @ f
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Recipient View

When accessing the download from hyperlink option for a submittal, the user will first select their name from the
list (* see note). After selecting their name and clicking download, the user will be sent an email with an
authentication code and prompted to enter the code on the download screen.

Thank you for using our document control system!
Project: Valve Project

PO Number: 1234

Submittal Number: T-026

Please note: Deliverability is important for us. To ensure all recipients have sucessfully retrieved
this data, it is important that you carefully select your name from the distribution list.

ACME Engineering:

@ Alice Smith

Account Authentication @

Please enter the authorization code * /

Please note: When you click to download, your IP address will be recorded as a download location
for these files for security, record keeping and troubleshooting purposes.

Download file

| did not receive a code - please resend

After completing this, they will only need to re-authenticate every X days (as configured above), as long as they
access the submittal download links from the same IP address.

Note: When MFA is not required for submittal recipients, there is an option for users who do not appear in the
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recipient list to still access the submittal. However, when MFA is required, this option is unavailable

as an additional security measure.
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