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Single Sign On (SSO) is available for DocBoss. If enabled, users with the company domain will be redirected to their
identity provider to sign in to access DocBoss. The instructions below outline how to set up SSO with DocBoss
when using Microsoft Entra ID as the identity provider.

Setup

Requirements

The first step is to contact DocBoss Support and request that Single Sign On is enabled.

We will ask for some information. Your IT will need to gather this:
e Domain (users with email from this domain will be redirected to identity provider)
e Type of the application they use (ie. Microsoft Azure)
e Supported account types, if applicable (see below, Azure example step 2)
o Application (client) ID (example step 3)
o Client Secret (example step 4)
e Endpoints (Authorization, Token, Issuer) (example step 6)

After this information is provided, DocBoss Support will provide a redirect URI for your application. This will
redirect users back to DocBoss after authentication in your identity provider. This must be added in your identity
provider application by your IT.

Steps

The example below uses Microsoft Entra ID as the identity provider. If you are using a different provider, refer to
their documentation for how to set up Single Sign On.

1. Log into Microsoft Azure and select App registrations > Register an application.

2. Enter the display name and account type. Make note of the account type to advise DocBoss Support.
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Home » App registrations »

Register an application

* Name

The user-facing display name for this application (this can be changed later). 1

KA ~

Supported account types

Who can use this application or access this API7
@ Accounts in this organizational directory only (DocBoss only - Single tenant) 2
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microseft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI {optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform ~ | | e.g. hitps://example.com/auth

Register an app you're working on here, Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

3. 0n the next screen, under the Essentials tab, copy the Application (client) ID. Make note of this to provide
DocBoss Support.

4. 0On the Client credentials option, select Add a certificate or secret. Add a certificate and copy the secret to
provide DocBoss Support.
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Home > App registrations >

] XXXX =

S« bdete © trcpoints 5 Peven festues

| # overview

@ ot second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

& Quickstart
# Integration assistant A Essentials 4
> Manage Display name X 3 Client credentials : Add a certificate or secret
> Support + Troubleshooting Aﬁﬂh(at\un E(henl D Redirect URIs : Add a Redirect URI
Object ID Application ID URI : Add an Application 1D URI
Directory (tenant) ID B Managed application in I... 1 XXXX

Supported account types : My organization only

@ Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Learn more

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide technical support and security updates but we will no longer
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5. Select the Endpoints tab.

6. Copy the link for the OpenlID Connect metadata document to provide DocBoss Support. This includes all of the
endpoints (Authorization, Token, Issuer) DocBoss requires information on.



= Microsoft Azure A search resources, services, and docs (G+/)

Home > App registrations >

H XXXX  #

Endpoints

5 OAuth 2.0 authorization endpoint (v2)
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% Overview @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —> OAuth 2.0 token endpoint (v2)
& Quickstart [ o]
#' Integration assistant A Essentials OAuth 2.0 autherization endpoint (v1)
~ Manage Display name : [ ]
= Branding & properties Application (client) ID OAuth 20 token endpoint (v1)
2 Authentication Object ID : [ o]
Directory (tenant) ID 6

Certificates & secrets OpeniD Connect metadata document

. Supported account types [ https:/fioginmicrosoftonline. com Jopenid-configuration D]
{1l Token configuration

Microsoft Graph API endpoint
= API permissions @ Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Learr

\ o]
@ Expose an APl
Federation metadata document
¥E App roles @ Starting June 30th, 2020 we will no longer add any new features o Azure Active Directory Authentication Library (ADAL) and Az
Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more ‘ D ‘
&8 Owners
Ws-Federation sign-on endpoint
b, Roles and administrators Get Started  Documentation ‘ [ ‘
Manifest
L SAML-P sign-on endpoint
> Support + Troubleshooting . - . h
Build your application wil ‘ o]
SAML-P sign-out endpeint
The Microsoft identity platform is an service, op: libraries, ai [ 5

access and protect APls, and add si

The next step is only available after providing the information from the previous steps to DocBoss Support:

7. After DocBoss Support provides redirect URI, navigate to the Essentials section of this app in Azure and select
Add aredirect URI. Paste the redirect URI provided by DocBoss.
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| L. BeEED @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —

& Quickstart

# Integration assistant A Essentials
> Manage Display name : Client credentials ; Add a certificate or secret 7
> Suppert + Traubleshooting Application (client) ID Redirect URIs £dd a Redirect URL

Object ID Application ID URI Add an Application ID URI

Directory (tenant) ID Managed application in .. @ XXXX

Supported account types : My organization only

@ Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Learn more

@ Storting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide technical support and security updates but we will na longer provide
Applications wil nezd to be upgraded to Micrasoft Authentication Library (MSAL) and Microsoft Graph, Learn more

GetStarted  Documentation

Build your application with the Microsoft identity platform

The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can create modern, standards-based authentication solutions,
access and protect APIs, and add sign-in for your users and customers, Learn morer!

Implementing

Once the steps above are complete and you have provided the information to DocBoss as noted in them, reach out
to DocBoss Support and we will schedule a meeting to enable SSO (and user provisioning, if using). Our Support
will also provide a redirect URI for your application. This will redirect users back to DocBoss after authentication in
your identity provider. This must be added in your identity provider application for SSO to function.

If you want to try the function, then schedule a roll out for your users we can schedule the meeting to enable, test
(have a user login), then disable within a few minutes. Already logged in users would not be affected. You can then
communicate to your user base with a timeline for the switch. Alternatively, we can just leave it enabled after the
test is successful.



